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5 TIL,DR
SUNET
Steg-for-steg genomgang av hur man skapar en

pgp-nyckel med subnycklar fér signering och
kryptering med GnuPG v 2.2.x




5 Forutsattningar

SUNET

= En USB-sticka med Kali linux.

= En 100MB partition pa stickan for att spara
data pa.

= En dator bootad fran USB-stickan

https://cdimage.kali.org/kali-2019.1a/kali-linux-light-2019.1a-amd64.iso
https://docs.kali.org/downloading/kali-linux-live-usb-install




SUNET
Det bor dock ga bra att folja merparten av
instruktionerna forutsatt att du har GPG v2.2.x pa

nagon linux eller mac-distribution med Bash som skal.
Till Workshopen finns en labmaskin

* lab.cert.sunet.se
Konton och l6senord finns pa
= https://www.cert.sunet.se/ws/accounts




© Run Program...

Terminal Emulator
[ File Manager

Mail Reader

Web Browser

®. 01 - Information Gathering » 3 Accessibility
02 - Winerability Analysis » B Appearance ‘
03 - Web Application Analysis  » [ Desktop
~ 04 .- Database Assessment » @ Display
05 - Password Attacks » B File Manager
06 - Wireless Attacks B xeyboard 1
# 08 - Exploitation Tools » @ MIME Type Editor
I8 Accessories » @ Mouse and Touchpad
IO internet » & Network Connections
0 Multimedia » [ Notifications
System » &) Panel
® About Xfce lé Power Manager
0\ Log Ok @ preferred Applications

2 Removable Drives and Media
CJ Session and Stantup
% Settings Editor

L) Window Manager

&3 Window Manager Tweaks
8 workspaces
@ xfce Terminal

Om du vill byta tangenbordslayout
Applications -> Settings -> Keyboard



Keyboard =

Keyboard

Edit keyboard settings and application shortcuts

N B

Behavior Application Shortcuts ||[Layout

Use system defaults

Keyboard model

>

Generic 105-key PC (intl.)

<

Change layout option Compose key

>
>

<
-«

Keyboard layout

Layout Vanant

A(*J Edit

Help Close

Valj fliken layout
Klicka pa Add



- Keyboard layout selection | & [=l

@ Keyboard layout selection
) Select keyboard layout and variant

v Swedish
Northern Saami (Sweden)
Russian (Sweden, phonetic)
Russian (Sweden, phonetic, no dead ke
Swedish (based on US Intl. Dvorak)
Swedish (Dvorak)
Swedish (Macintosh)

Swedish (no dead keys)

Swedish Sign Language v

OKK Cancel

Valj 6nskad layout. Jag valjer Swedish utan déda tangenter.



Keyboard =

Keyboard

Edit keyboard settings and application shortcuts

Behavior Application Shortcuts | Layout

Use system defaults

Keyboard model

4

Generic 105-key PC (intl.)

Change layout option Compose key

Keyboard layout

Layout Vanant A
Englishos) 8
Swedish Swedish (no dead keys)
Add Edit Dele‘e
Help Close

Nu borde man kunna vaxla layout, men jag har inte fatt det att fungera. Radera
darfor “English (US)”

Avsluta med [Close]



= . . Terminal Emutator 17
Use the command line:

Starta en terminal



File Edit View Terminal

Terminal redo att borja

Tabs

Help

Terminal - root@kali: ~
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Terminal - root@kali: ~

i:~# mkdir -p /mnt/usb; mount /dev/sdb3 /mnt/usb

Forkrav ar att ha skapat en partition pa 100MB

For att hitta ratt device:
DEVICE=S(df /run/live/medium |tail -1|cut-d " " 1); DEVICE=S{DEVICE%%[0-9]*}
parted SDEVICE print

Skapa monteringspunkt /mnt/usb
Montera /dev/sdb3 pa monteringspunkt /mnt/usb
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Terminal - root@kali: /mnt/usb/GPGDIR.Say
Edit View Terminal Tabs Help

# export GNUPGHOME=$(mktemp -d /mnt/usb/GPGDIR.XXX)
# cd $GNUPGHOME

t : # gpg --list-keys
: WARNING: unsafe permissions on homedir '/mnt/usb/GPGDIR.Say'
: DBG: locking for '/mnt/usb/GPGDIR.Say/pubring.kbx.lock' done via 0_EXCL

keybox ‘'/mnt/usb/GPGDIR.Say/pubring.kbx’' created
: DBG: locking for '/mnt/usb/GPGDIR.Say/trustdb.gpg.lock' done via 0_EXC
. /mnt/usb/GPGDlR.Say/trustdi.gpg: trustdb created

oot@kali: #

all:

Skapa en katalog for den nya nyckeln och lagra namnet i omgivningsvariabel
GNUPGHOME

gpg --list-keys
- Listar nycklar i nyckelring.
- Finns ingen nyckelring skapas en ny, tom sadan
- Viktigt test for att se att vi har en frasch installation

Varning for att rattigheterna pa GNUPGHOME ar osakra, vilket vi kan ignorera nu nar
vi kor i en isolerad miljo.



u Terminal - root@kali: /mnt/usb/GPGDIR.Say

File Edit View Terminal Tabs Help

-oot@kali: # cat > gpg.conf << EOF-gpg.conf

> personal-digest-preferences SHA512

> cert-digest-algo SHA512

> default-preference-1list SHA512 SHA384 SHA256 SHA224 AES256 AES192 AES CASTS ZL
IB BZIP2 ZIP Uncompressed

> keyid-format short

> EOF-gpg.conf

oot@kali: #l

Skapa en gpg.conf med lampliga varden sa att vi far basta mojliga nycklar
keyid-format short for att lattare kunna arbeta med nycklarna
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Terminal - root@kali: /mnt/usb/GPGDIR.Say

Edit View Terminal Tabs Help

oot@kali: # gpg --full-generate-key --expert
gpg: WARNING: unsafe permissions on homedir ‘/mnt/usb/GPGDIR.Say'’

gpg (GnuPG) 2.2.12; Copyright (C) 2018 Free Software Foundation, Inc.

This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

Please select what kind of key you want:
(1) RSA and RSA (default)
(2) DSA and Elgamal
(3) DSA (sign only)
(4) RSA (sign only)
(7) DSA (set your own capabilities)
(8) RSA (set your own capabilities)
(9) ECC and ECC
(10) ECC (sign only)
(11) ECC (set your own capabilities)
(13) Existing key
Your selection? 8

Dags att generera var masternyckel.
Kommando: gpg —full-generate-keys —expert

Valj RSA-nyckel (set your own capabilities). Val: 8
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u Terminal - root@kali: /mnt/usb/GPGDIR.Say
File Edit View Terminal Tabs Help
There is NO WARRANTY, to the extent permitted by law.

Please select what kind of key you want:
(1) RSA and RSA (default)
(2) DSA and Elgamal
(3) DSA (sign only)
(4) RSA (sign only)
(7) DSA (set your own capabiLitiesﬁ
(8) RSA (set your own capabilities
(9) ECC and ECC
(10) ECC (sign only)
(11) ECC (set your own capabilities)
(13) Existing key
Your selection? 8

Possible actions for a RSA key: Sign Certify Encrypt Authenticate
Current allowed actions: Sign Certify Encrypt

(S) Toggle the sign capability

(E) Toggle the encrypt capability

(A) Toggle the authenticate capability
(Q) Finished

Your selection? SJj

Primarnyckel har normalt sett tre egenskaper
- Sign. Signera dokument
- Certify. Signera nycklar

- Encrypt. Krytpera dokument
Vi skall bara ha Certify och behover darfor ta bort S(ign) och E(ncrypt)
Val: S
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u Terminal - root@kali: /mnt/usb/GPGDIR.Say

File Edit View Terminal Tabs Help
(10) ECC (sign only)
(11) ECC (set your own capabilities)
(13) Existing key

Your selection? 8

Possible actions for a RSA key: Sign Certify Encrypt Authenticate
Current allowed actions: Sign Certify Encrypt

(S) Toggle the sign capability I
(E) Toggle the encrypt capability

(A) Toggle the authenticate capability
(Q) Finished

Your selection? S

Possible actions for a RSA key: Sign Certify Encrypt Authenticate
Current allowed actions: Certify Encrypt

(S) Toggle the sign capability

(E) Toggle the encrypt capability

(A) Toggle the authenticate capability
(Q) Finished

Your selection? EJj

Har syns att Sign ar borttaget och nu skall Encrypt bort ocksa
Val: E
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u Terminal - root@kali: /mnt/usb/GPGDIR.Say
File Edit View Terminal Tabs Help

(A) Toggle the authenticate capability
(Q) Finished

Your selection? S

Possible actions for a RSA key: Sign Certify Encrypt Authenticate
Current allowed actions: Certify Encrypt

(S) Toggle the sign capability I
(E) Toggle the encrypt capability

(A) Toggle the authenticate capability
(Q) Finished

Your selection? E

Possible actions for a RSA key: Sign Certify Encrypt Authenticate
Current allowed actions: Certify

(S) Toggle the sign capability

(E) Toggle the encrypt capability

(A) Toggle the authenticate capability
(Q) Finished

Your selection? Qfj

Nu ser vi att det bara ar Certify kvar och vi kan avsluta valet av egenskaper.
Val: Q
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u Terminal - root@kali: /mnt/usb/GPGDIR.Say
File Edit View Terminal Tabs Help

Your selection? S

Possible actions for a RSA key: Sign Certify Encrypt Authenticate
Current allowed actions: Certify Encrypt

(S) Toggle the sign capability

(E) Toggle the encrypt capability

(A) Toggle the authenticate capabiﬁity
(Q) Finished

Your selection? E

Possible actions for a RSA key: Sign Certify Encrypt Authenticate
Current allowed actions: Certify

(S) Toggle the sign capability

(E) Toggle the encrypt capability

(A) Toggle the authenticate capability
(Q) Finished

Your selection? Q

RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (3072) 3072f

Nu ar det dags att valja nyckellangd.

Enligt NIST ar 2048 bara tillrackligt fram till 2030. 3072 skall racka, 4096 ger inte sa

mycket extra skydd, men kraver mer berakningskraft an 3072.
Val: 3072
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u Terminal - root@kali: /mnt/usb/GPGDIR.Say
File Edit View Terminal Tabs Help
(A) Toggle the authenticate capability

(Q) Finished
Your selection? E

Possible actions for a RSA key: Sign Certify Encrypt Authenticate
Current allowed actions: Certify

(S) Toggle the sign capability I
(E) Toggle the encrypt capability
(A) Toggle the authenticate capability

(Q) Finished

Your selection? Q
RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (3072) 3072
Requested keysize is 3072 bits
Please specify how long the key should be valid.
key does not expire
<n> key expires in n days
<n>w key expires in weeks
<n>m = key expires in months
<n>y = Key expires in years
Key is valid for? (0) 2yj}

Nu skall vi valja giltighetstid.
Viktigt att veta att vi alltid kan forlanga giltighetstid, sa att satta detta ar ett extra

skydd om nyckel och revokeringscertifikat skulle ga forlorade. Valj ett sa lagt varde

som ni anser ar hanterbart. Vi véljer 2 ar i den har évningen.
Val: 2y
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u Terminal - root@kali: /mnt/usb/GPGDIR.Say
File Edit View Terminal Tabs Help

Your selection? E

Possible actions for a RSA key: Sign Certify Encrypt Authenticate
Current allowed actions: Certify

(S) Toggle the sign capability

(E) Toggle the encrypt capability

(A) Toggle the authenticate capabiﬁity
(Q) Finished

Your selection? Q
RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (3072) 3072
Requested keysize is 3072 bits
Please specify how long the key should be valid.
key does not expire
<n> key expires in n days
<n>w key expires in n weeks
<n>m key expires in n months
key expires in n years
for? (0) 2y
Key expires at Thu 01 Apr 2021 12:04:09 PM UTC
Is this correct? (y/N) vyl

Nu skall vi valja giltighetstid.
Viktigt att veta att vi alltid kan forlanga giltighetstid, sa att satta detta ar ett extra

skydd om nyckel och revokeringscertifikat skulle ga forlorade. Valj ett sa lagt varde

som ni anser ar hanterbart. Vi véljer 2 ar i den har évningen.
Vall: 2y

Val2:y
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u Terminal - root@kali: /mnt/usb/GPGDIR.Say
File Edit View Terminal Tabs Help

Your selection? Q
RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (3072) 3072
Requested keysize is 3072 bits
Please specify how long the key should be valid.
0 key does not expire
key expires in n days
= key expires in n weeks

key expires in n months

key expires in n years I

for? (0) 2y
Key expires at Thu 01 Apr 2021 12:04:09 PM UTC
Is this correct? (y/N) y

GnuPG needs to construct a user ID to identify your Key.

Real name: SUNET CERT
Email address: cert@cert.sunet.se
Comment :
You selected this USER-ID:
"SUNET CERT <cert@cert.sunet.se>"

Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit? Of

Satt en identitet pa nyckeln. Real name och Email address bor sattas dven om Email

address ar det enda som kravs.

Val 1: <Namn pa ditt team>
Val 2: <epost till ditt team>

Val 3: <tomt>
Val 4: O
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[3357]1@kali

Passphrase:

Please enter the passphrase to
protect your new key

Password: | DOGOG000S0S0SO

Confirm: POO000000000OO

Cancel

Valj en bra passphrase for din nyckel. Det har ar enda skyddet som aterstar om
nagon kommer at din hemliga nyckel.
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Terminal - root@kali: /mnt/usb/GPGDIR.Say

Edit View Terminal Tabs Help
: SUNET CERT
Email address: cert@cert.sunet.se
Comment:
You selected this USER-ID:
"SUNET CERT <cert@cert.sunet.se>"

Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit? O

We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

gpg: DBG: locking for '/mnt/usb/GPGDIR.Say/pubring.kbx.lock' done via 0_EXCL
gpg: DBG: locking for '/mnt/usb/GPGDIR.Say/trustdb.gpg.lock' done via 0_EXCL
gpg: key F88BEC71 marked as ultimately trusted
gpg: directory '/mnt/usb/GPGDIR. de/openpgp revocs.d' created

pg: revocation certificate stored as /mnt/usb/GPGDlR Say/openpgp-revocs.d/7DAC
DD[26SDDC793065442FD28730692F888EC71 rev’
public and secret key created and signed. I

pub rsa3072/F888EC71 2019-04-02 [C] [expires: 2021-04-01]
7DACDDE265DDC793D65442FD28730692F888EC71
uid SUNET CERT <cert@cert.sunet.se>

# il

Efter en stund ar nyckeln klar (ror pa musen om det gar langsamt)
Vi ser att vi har en nyckel utan undernycklar och att den bara har egenskapen Certify
[C]

Kort nyckelid efter nyckellangden rsa3072/F888EC71



u Terminal - root@kali: /mnt/usb/GPGDIR.Say
File Edit View Terminal Tabs Help

-oot@kali: # 1s openpgp-revocs.d/
7DACDDE265DDC793D65442FD28730692F888EC71. rev
root@kali: # I

Vi ser har att en revokeringsnyckel har skapats automatiskt
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u Terminal - root@kali: /mnt/usb/GPGDIR.Say
File Edit View Terminal Tabs Help
This is a revocation certificate for the OpenPGP key:

pub rsa3o072/F888EC71 2019-04-02 [] [expires: 2021-04-01]
7DACDDE265DDC793D65442FD28730692F888EC71
Key fingerprint = 7DAC DDE2 65DD C793 D654 42FD 2873 0692 F888 EC71
uid SUNET CERT <cert@cert.sunet.se>

A revocation certificate is a kind of "kill switch"Ito publicly
declare that a key shall not anymore be used. It iS not possible
to retract such a revocation certificate once it has been published.

Use it to revoke this key in case of a compromise or loss of

the secret key. However, if the secret key is still accessible,
it is better to generate a new revocation certificate and give

a reason for the revocation. For details see the description of

of the gpg command "--generate-revocation"” in the GnuPG manual.

To avoid an accidental use of this file, a colon has been inserted
before the 5 dashes below. Remove this colon with a text editor
before importing and publishing this revocation certificate.

BEGIN PGP PUBLIC KEY BLOCK
Comment: This is a revocation certificate
openpgp-revocs.d/7DACDDE265DDC793D65442FD28730692F888EC71. rev

Borjan pa revokeringsfilen. Den har kan vara bra att skriva ut pa papper och forvara i
kassaskap bredvid USB-stickan med den hemliga nyckeln. Skulle alla digitala kopior
vara forstorda kan man (médosamt) aterskapa den och revokera en forlorad nyckel.



Terminal - root@kali: /mnt/usb/GPGDIR.Say

Edit View Terminal Tabs Help

oot@kali: # gpg --list-keys

gpg: WARNING: unsafe permissions on homedir ‘/mnt/usb/GPGDIR.Say'’
/mnt/usb/GPGDIR.Say/pubring.kbx

rsa3072/F888EC71 2019-04-02 [C] [expires: 2021-04-01]
7DACDDE265DDC793D65442FD28730692F888EC71
[ultimate] SUNET CERT <cert@cert.sunet.se>

oot@kali: # gpg --edit-key F88BEC71
gpg: WARNING: unsafe permissions on homedir ‘/mnt/usb/GPGDIR.Say'’
gpg (GnuPG) 2.2.12; Copyright (C) 2018 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

Secret key is available. I

sec rsa3072/F888EC71
created: 2019-04-02 expires: 2021-04-01 wusage: C
trust: ultimate validity: ultimate

[ultimate] (1). SUNET CERT <cert@cert.sunet.se>

apg> i

Dags att lagga till fler identiteter (behovs bara om ni har fler identiteter som skall
anvanda samma nyckel)

Kommando: gpg —edit-key <NYCKELID>



Terminal - root@kali: /mnt/usb/GPGDIR.Say

Edit View Terminal Tabs Help

7DACDDE265DDC793D65442FD28730692F888EC71
[ultimate] SUNET CERT <cert@cert.sunet.se>

oot@kali: # gpg --edit-key F88BEC71
gpg: WARNING: unsafe permissions on homedir ‘/mnt/usb/GPGDIR.Say'’

gpg (Gnu®G) 2.2.12; Copyright (C) 2018 Free Software Foundation, Inc.

This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

Secret key is available.

sec rsa3072/F888BEC71
created: 2019-04-02 expires: 2021-04-01 wusage: C
trust: ultimate validity: ultimate

[ultimate] (1). SUNET CERT <cert@cert.sunet.se>

gpg> adduid
Real name: SUNET CERT abuse
Email address: abuse@cert.sunet.se
Comment :
You selected this USER-ID:
"SUNET CERT abuse <abuse@cert.sunet.se>"

Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit? Of

Extra identiteter laggs till med adduid
Val: <Namn pa identiteten>

Val: <epost for identiteten>

Val: <tomt>

Val: O
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[3613]@kali
Passphrase:

Please enter the passphrase to unlock the OpenPGP secret key:
"SUNET CERT <cert@cert.sunet.se>'

3072-bit RSA key, ID F888EC71,

created 2019-04-02.

Password: | 0000000000000

Save in password manager

Da vi skall andra nyckeln sa kravs att vi anger |6senordsfras. Senare i exempeln visas
inte denna uttryckligen, men du forutsatts fylla i den nar sa behovs.
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u Terminal - root@kali: /mnt/usb/GPGDIR.Say
File Edit View Terminal Tabs Help

gpg> adduid
Real name: SUNET CERT abuse
Email address: abuse@cert.sunet.se
Comment:
You selected this USER-ID:
"SUNET CERT abuse <abuse@cert.sunet.se>"

Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit? 0

sec rsa3072/F888EC71
created: 2019-04-02 expires: 2021-04-01 wusage:
trust: ultimate validity: ultimate
[ultimate] (1) SUNET CERT <cert@cert.sunet.se>
[ unknown] (2). SUNET CERT abuse <abuse@cert.sunet.se>

gpg> adduid
Real name: SUNET abuse
Email address: abuse@sunet.se
Comment :
You selected this USER-ID:
"SUNET abuse <abuse@sunet.se>"

Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit? Of

Vid behov lagg till ytterligare identiteter.

C
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u Terminal - root@kali: /mnt/usb/GPGDIR.Say
File Edit View Terminal Tabs Help

sec rsa3072/F888EC71
created: 2019-04-02 expires: 2021-04-01 wusage: C
trust: ultimate validity: ultimate

[ultimate] (1) SUNET CERT <cert@cert.sunet.se>

[ unknown] (2). SUNET CERT abuse <abuse@cert.sunet.se>

gpg> adduid
Real name: SUNET abuse
Email address: abuse@sunet.se
Comment :
You selected this USER-ID:
"SUNET abuse <abuse@sunet.se>"

Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit? 0

sec rsa3072/F888EC71 1
created: 2019-04-02 expires: 2021-04-01 wusagé: C
trust: ultimate validity: ultimate

[ultimate] (1) SUNET CERT <cert@cert.sunet.se>

[ unknown] (2) SUNET CERT abuse <abuse@cert.sunet.se>

[ unknown] (3). SUNET abuse <abuse@sunet.se>

apg> i

Vid behov lagg till ytterligare identiteter.
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ﬂ Terminal - root@kali: /mnt/usb
File Edit View Terminal Tabs Help

You selected this USER-ID:
"SUNET abuse <abuse@sunet.se>"

Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit? 0

sec rsa3072/F888EC71
created: 2019-04-02 expires: 2021-04-01 wusage:
trust: ultimate validity: ultimate
[ultimate] (1). SUNET CERT <cert@cert.sunet.se>
[ unknown] (2) SUNET CERT abuse <abuse@cert.sunet.se>
[ unknown] (3) SUNET abuse <abuse@sunet.se>

gpg> uid 1

sec rsa3072/F888EC71
created: 2019-04-02 expires: 2021-04-01 usage:
trust: ultimate validity: ultimate
[ultimate] (1)* SUNET CERT <cert@cert.sunet.se>
[ unknown] (2) SUNET CERT abuse <abuse@cert.sunet.se>
[ unknown] (3) SUNET abuse <abuse@sunet.se>

gpg> primary

apg> i

Valj den uid som skall vara primar.
Val 1: uid 1
Val 2: primary

C

C
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ﬂ Terminal - root@kali: /mnt/usb
File Edit View Terminal Tabs Help
"SUNET abuse <abuse@sunet.se>"

Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit? O

sec rsa3072/F888EC71
created: 2019-04-02 expires: 2021-04-01 wusage: C
trust: ultimate validity: ultimate
[ultimate] (1). SUNET CERT <cert@cert.sunet.se>
[ unknown] (2) SUNET CERT abuse <abuse@cert.sunet.se>
[ unknown] (3) SUNET abuse <abuse@sunet.se>

gpg> uid 1

sec rsa3072/F888EC71
created: 2019-04-02 expires: 2021-04-01 wusage: C
trust: ultimate validity: ultimate
[ultimate] (1)* SUNET CERT <cert@cert.sunet.se>
[ unknown] (2) SUNET CERT abuse <abuse@cert.sunet.se>
[ unknown] (3) SUNET abuse <abuse@sunet.se> I

gpg> primary

gpg> quit
Save changes? (y/N) yli

Har ser vi nu att nyckeln har tre identiteter och vi kan avsluta och spara.
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ﬂ Terminal - root@kali: /mnt/usb
File Edit View Terminal Tabs Help

-oot@kali: # gpg --list-keys
gpg: WARNING: unsafe permissions on homedir ‘/mnt/usb/GPGDIR.Say’

/mnt/usb/GPGDIR.Say/pubring.kbx

rsa3072/F888EC71 2019-04-02 [C] [expires: 2021-04-01]
7DACDDE265DDC793D65442FD28730692F888EC71
[ultimate] SUNET CERT <cert@cert.sunet.se>
[ultimate] SUNET CERT abuse <abuse@cert.sunet.se>
[ultimate] SUNET abuse <abuse@sunet.se>

# 1

Listar vi nyckeln ser vi de nya identiterna och att vi automatiskt fatt [ultimate] trust
for dem.
Den vi valde som primary listas forst.



Terminal - root@kali: /mnt/usb
Edit View Terminal Tabs Help

rsa3072/F888EC71 2019-04-02 [C] [expires: 2021-04-01]
7DACDDE265DDC793D65442FD28730692F888EC71
[ultimate] SUNET CERT <cert@cert.sunet.se>
H [ultimate] SUNET CERT abuse <abuse@cert.sunet.se>
[ultimate] SUNET abuse <abuse@sunet.se>

-oot@kali: # gpg --expert --edit-key F888EC71
gpg: WARNING: unsafe permissions on homedir ‘/mnt/usb/GPGDIR.Say'’
gpg (GnuPG) 2.2.12; Copyright (C) 2018 Free Software Foundation, Inc.

This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

Secret key is available.

sec rsa3072/F888EC71
created: 2019-04-02 expires: 2021-04-01 wusage: C
trust: ultimate validity: ultimate
[ultimate] (1). SUNET CERT <cert@cert.sunet.se>
[ultimate] (2) SUNET CERT abuse <abuse@cert.sunet.se>
[ultimate] (3) SUNET abuse <abuse@sunet.se>

apg> i

Nu ar det dags att skapa subnycklar fér kryptering och signering.
Kommando: gpg —expert —edit-key <KEYID>



ﬂ Terminal - root@kali: /mnt/usb

File Edit View Terminal Tabs Help

gpg> addkey

Please select what kind of key you want:
(3) DSA (sign only)
(4) RSA (sign only)
(5) Elgamal (encrypt only)
(6) RSA (encrypt only)
(7) DSA (set your own capabilities)
(8) RSA (set your own capabilities)
(10) ECC (sign only)
(11) ECC (set your own capabilities)
(12) ECC (encrypt only)
(13) Existing key

Your selection? 8

Possible actions for a RSA key: Sign Encrypt Authenticate
Current allowed actions: Sign Encrypt

(S) Toggle the sign capability

(E) Toggle the encrypt capability

(A) Toggle the authenticate capability
(Q) Finished

Your selection? |j

Skapa en subnyckel med egenvalda egenskaper
Val 1: 8
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Your selection? 8

Possible actions for a RSA key: Sign Encrypt Authenticate
Current allowed actions: Sign Encrypt

(S) Toggle the sign capability

(E) Toggle the encrypt capability

(A) Toggle the authenticate capability
(Q) Finished

Your selection? Q
RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (3072) 3072
Requested keysize is 3072 bits
Please specify how long the key should be valid.
0 = key does not expire
<n> key expires in n days
<n>w key expires in n weeks
<n>m key expires in n months
key expires in n years
for? (0) ly
Key expires at Thu 02 Apr 2020 10:53:47 AM UTC
Is this correct? (y/N) y
Really create? (y/N) yli}

Vi ar néjda med Sign och Encrypt pa nyckeln. Vi vill ha en 3072 bitar lang nyckel med
1 ars giltighetstid.

Den kortarte tiden ar for att detta ar en nyckel som skall delas och anvandas pa
maskiner anslutna till natet.

Val1: Q

Val 2: 3072
Val 3: 1y
Val 4:y

Val 5:y
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0 = key does not expire

<n> = key expires in n days

<n>w key expires in n weeks

<n>m key expires in months

<n>y = Key expires in n years
Key is valid for? (0) ly
Key expires at Thu 02 Apr 2020 10:53:47 AM UTC
Is this correct? (y/N) y
Really create? (y/N) y
We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyhoard, move the mouse, utilize the
disks) during the prime generation;* this gives the random number
generator a better chance to gain enough entropy.

rsa3072/F888EC71

created: 2019-04-02 expires: 2021-04-01 wusage: C

trust: ultimate validity: ultimate
ssb rsa3072/0B8DD705

created: 2019-04-03 expires: 2020-04-02 usage: SE
[ultimate] (1). SUNET CERT <cert@cert.sunet.se>
[ultimate] (2) SUNET CERT abuse <abuse@cert.sunet.se>
[ultimate] (3) SUNET abuse <abuse@sunet.se>

apg> i
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<n> key expires in n days

<n>w key expires in n weeks

<n>m key expires in n months

<n>y = key expires in n years
Key is valid for? (0) ly
Key expires at Thu 02 Apr 2020 10:53:47 AM UTC
Is this correct? (y/N) y
Really create? (y/N)

We need to generate d{lot of random bytes. It is a good idea to perform

some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

rsa3072/F888EC71

created: 2019-04-02 expires: 2021-04-01 wusage: C

trust: ultimate validity: ultimate
ssb rsa3072/0B8DD705

created: 2019-04-03 expires: 2020-04-02 wusage: SE
[ultimate] (1). SUNET CERT <cert@cert.sunet.se>
[ultimate] (2) SUNET CERT abuse <abuse@cert.sunet.se>
[ultimate] (3) SUNET abuse <abuse@sunet.se>

gpg> quit
Save changes? (y/N) yli

Avlsuta och spara nyckeln.
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-oot@kali: # gpg --armor --export F888EC71 > /mnt/usb/F888EC71jg
-pub.ascl]

For att vi och andra skall kunna anvanda nycklarna maste den publika delen

exporteras och publiceras. Bdde master och subnycklar exporteras.

Kommando: gpg —armor —export <KEYID> > /mnt/usb/<KEYID>-pub.asc
--armor : Konvertera binar nyckel till portabelt ASCIl format

--export : Exportera publik nyckel
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File Edit View Terminal Tabs Help
-oot@kali: # gpg --armor --export-secret-subkeys F888EC71 > /m
nt/usb/F888EC71-sub-sec.ascl

For att vi skall kunna arbeta med signering och kryptering maste vi ha tillgang till de
privata subnycklarna, men inte den privata masternyckeln. Har exporterar vi endast
subnycklarna.

Kommando: gpg —armor —export-secret-subkeys <KEYID> > /mnt/usb/<KEYID>-sub-
sec.asc
-- armor : Konvertera binar nyckel till portabelt ASCIl format

-- export-secret-subkeys : Exportera bara de hemliga subnycklarna.
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-oot@kali:~# cat > /mnt/usb/gpgsetup.sh << EOF-gpgsetup
> export GNUPGHOME=$GNUPGHOME

> EOF-gpgsetup

root@kali:~# I

For att enkelt kunna anvanda USB-stickan och generera nya nycklar i framtiden
skapar vi ett litet skript som kan koras for att valja ratt nyckelring.
For att anvanda denna néasta gang racker det att skriva “. /mnt/usb/gpgsetup.sh”
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1 # export GNUPGHOME=$(mktemp -d /tmp/GNUPG.XXX)
# gpg --list-keys
'/tmp/GNUPG.x05/pubring.kbx"' created

apg: /tmp/GNUPG.xOS/irustdb.gpg: trustdb created
root@kali: #

Dags for en demonstration av hur man kan arbeta med endast subnycklar.
Satt upp en ny GNUPG-katalog

Kommando: export GNUPGHOME=S(mktemp —d /tmp/GNUPG.XXX)
Kommando: gpg —list-keys
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yt@kali: # gpg --import /mnt/usb/F888EC71-pub.asc
: key 28730692F888EC71: public key "SUNET CERT <cert@cert.sunet.se>"
Total number processed: 1
imported: 1
#

Importera den publika nyckeln

Kommando: gpg —import <path-to-public-key>
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t@kali: # gpg --import /mnt/usb/F888EC71-sub-sec.asc
key 28730692F888EC71: "SUNET CERT <cert@cert.sunet.se>" not

To migrate ‘'secring.gpg’', with each smartcard, run: gpg --card-status

key 28730692F888EC71: secret key imported
: Total number processed: 1
unchanged: 1
secret keys read: 1
secret keys imported: 1
ali: # 11

Importera de privata subnycklarna

Kommando: gpg —import <path-to-secret-subkeys>
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pot@kali: # gpg --list-keys
/tmp/GNUPG. x05/pubring. kbx

o0t

rsa3o72 2019-04-02 [C] [expires: 2021-04-01]
7DACDDE265DDC793D65442FD28730692F888EC71
[ unknown] SUNET CERT <cert@cert.sunet.se>
[ unknown] SUNET CERT abuse <abuse@cert.sunet.se>
[ unknown] SUNET abuse <abuse@sunet.se>
rsa3f72 2019-04-03 [SE] [expires: 2020-04-02]

# 1 I

Har ser vi att de importerade nycklarna. [unknown] betyder att vi inte sagt att vi litar

pa dessa.
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-oot@kali: # gpg --edit-key F888EC71
gpg (GnuPG) 2.2.12; Copyright (C) 2018 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.
Secret subkeys are available.

rsa3072/28730692F888EC71
created: 2019-04-02 expires: 2021-04-01 wusage: C
trust: unknown validity: unknown
ssb rsa3072/BE9224410B8DD705
created: 2019-04-03 expires: 2020-04-02 wusage: SE
[ unknown] (1). SUNET CERT <cert@cert.sunet.se>
[ unknown] (2) SUNET CERT abuse <abuse@cert.sunet.se>
[ unknown] (3) SUNET abuse <abuse@sunet.se>

apg> i

Forst maste vi se till att vi litar pa nycklarna.

Kommando: gpg —edit-key <KEYID>



ﬂ Terminal - root@kali: /mnt/usb
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[ unknown] (3) SUNET abuse <abuse@sunet.se>

gpg> trust
pub rsa3072/28730692F888EC71
created: 2019-04-02 expires: 2021-04-01 wusage:
trust: full validity: unknown
ssb rsa3072/BE9224410B8DD705
created: 2019-04-03 expires: 2020-04-02 wusage: SE
[ unknown] (1). SUNET CERT <cert@cert.sunet.se>
[ unknown] (2) SUNET CERT abuse <abuse@cert.sunet.se>
[ unknown] (3) SUNET abuse <abuse@sunet.se>

Please decide how far you trust this user to correctly verify other users' keys
(by looking at passforts, checking fingerprints from different sources, etc.)

I don't know or won't say
I do NOT trust

I trust marginally

I trust fully

I trust ultimately

back to the main menu

(I I | B | A |

Your decision? 5

Do you really want to set this key to ultimate trust? (y/N) yl}

Satt ultimate trust . Ultimate anvands normalt bara for dina egna nycklar sa i
praktiken kanske det skall vara “I trust fully” da det kan vara nagon av dina kollegor
som signerat.

gpg kommando: trust

Val 1: 5
Val 2:y
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I don't know or won't say
I do NOT trust

I trust marginally

I

I

trust fully
trust ultimately
back to the main menu

Your decision? 5 T
Do you really want to set thiS key to ultimate trust? (y/N) y

pub rsa3072/28730692F888EC71
created: 2019-04-02 expires: 2021-04-01 wusage: C
trust: ultimate validity: unknown
ssb rsa3072/BE9224410B8DD705
created: 2019-04-03 expires: 2020-04-02 usage: SE
[ unknown] (1). SUNET CERT <cert@cert.sunet.se>
[ unknown] (2) SUNET CERT abuse <abuse@cert.sunet.se>
[ unknown] (3) SUNET abuse <abuse@sunet.se>
Please note that the shown key validity is not necessarily correct
unless you restart the program.

gpg> quit

# i

Avsluta. Notera att du inte behdver spara. Anledningen ar att trust sparas i en
separat fil och inte paverkar sjalva nyckeln.
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Edit View Terminal Tabs Help

t@kali: # gpg --list-keys --keyid-format short
checking the trustdb
: marginals needed: 3 completes needed: 1 trust model: pgp
: depth: 0 valid: 1 signed: © trust: 0-, 0g, On, Om, Of,
: next trustdb check due at 2021-04-01
/tmp/GNUPG. x05/pubring. kbx

rsa3072/F888EC71 2019-04-02 [C] [expires: 2021-04-01]
7DACDDE265DDC793D65442FD28730692F888EC71
[ultimate] SUNET CERT <cert@cert.sunet.se>
[ultimate] SUNET CERT abuse <abuse@cert.sunet.se>
[ultimate] SUNET abuse <abuse@sunet.se>
rsa3072/0B8DD705 2019-04-03 [SE] [expires: 2020-04-02]

# 1 I

Nu ser vi att vi har [ultimate] trust pa identiteterna.

lu
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-oot@kali:

> hemligt.pgp

# echo "Hemligt meddelande" | gpg -s -e -r cert@cert.sunet.se

root@kali: #l

Dags att kryptera ett hemligt meddelande och spara det i filen hemligt.pgp

Ni far byta cert@cert.sunet.se mot en av de identiteter ni valt for er teamnyckel
Kommando: gpg —s —e —r cert@cert.sunet.se

-s : Signera meddelandet

-e : Kryptera meddelandet

-r abuse@cert.sunet.se : Kryptera for denna mottagare

50



u Terminal - root@kali: /mnt/usb

File Edit View Terminal Tabs Help
-oot@kali: # file hemligt.pgp

hemligt.pgp: PGP RSA encrypted session key -

t or Sign) 3072b .
s

root

# 1

Har ser vi att det ar en PGP RSA krypterad fil

keyid: 412492BE 5D78DOB RSA (Encryp
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-oot@kali # gpg -d hemligt.pgp

apg: en(rypled with 3072-bit RSA key, ID BE9224410B8DD705, created 2019-04-03
"SUNET CERT <cert@cert.sunet.se>"

Hemligt meddelande

gpg: Signature made Wed 03 Apr 2019 01:09:37 PM UTC

gpg: using RSA key 9359E8167D8FC7F8D3214269BE9224410B8DD705

gpg: Good signature ],from "SUNET CERT <cert@cert.sunet.se>" [ultimate]

gpg: »aka "SUNET CERT abuse <abuse@cert.sunet.se>" [ultimate]

apg: Iaka "SUNET abuse <abuse@sunet.se>" [ultimate]
root@kali: #

Har ser vi att vi kan avkryptera filen med nyckeln for <abuse@sunet.se> och att den
ar signerad av <abuse@sunet.se>

Kommando: gpg —d hemligt.php
-d : Dekryptera
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