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• Microsoft Critical Security Bulletins Summary for April 2015 

Security trends... 

Exploitability Index 
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• MS SIR vol. 17 

Windows  systems without up-to-date real-time security software enabled,  

Security trends... 
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• MS SIR vol. 17 

Infection rates for the same systems without up-to-date real-time security software enabled,  

Security trends... 
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• Mitigate the problem 

Security trends... 



Serious vulnarbility – that easy 

to tap your smartphone 

Scientists has discovered a very 

serious flaw that allows attackers 

to spy on everything. 

www.theregister.co.uk 

          iOS 

CVE-2014-2019 

CVE-2014-1382 

CVE-2014-1368 

CVE-2014-1367 

CVE-2014-1366 

CVE-2014-1365 

CVE-2014-1364 

CVE-2014-1363 

CVE-2014-1362 

CVE-2014-1361 

      Android 

CVE-2014-3100 

CVE-2014-1939 

CVE-2013-7373 

CVE-2013-7372 

CVE-2013-6770 

CVE-2013-6271 

CVE-2013-5933 

CVE-2013-4787 

CVE-2013-4777 

CVE-2013-4710 Source – Motive Security Labs 



Serious vulnarbility – that easy 

to tap your smartphone 

Uapush.A – sends SMS, steals personal info 

NotCompatible - anonymous proxy Windows and Android 

Koler - scareware & anonymous proxy 

FakeFlash – scam, charges money 

Where are they ??? 
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Security trends... 

 

Confidential 1
0 

6/18/2
015 

1990 1995 2000 2005 2007 2015 

APT 



Source: OSF DataLossDB 

Security trends... 

Source: 

Datalossdb.org 
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Security trends... 
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• APT – Advanced Persistant Threat 



13 SonicWALL Confidential 

Who is behind the mask? Jeremy Hammond 

Intrusions, suggested Sabu, affected thousands of 
domain names and consisted largely of foreign 
government websites. 

New leak exposes how the  

FBI directed Anonymous’ hacks    

  Source – rt.com 

Security trends... 

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&docid=jLtdFA49Ep3MDM&tbnid=skybgGYVfD8y5M:&ved=0CAUQjRw&url=http://motleynews.net/tag/anonymous/&ei=29AGVNv9IuLiywOOiYCwDQ&bvm=bv.74115972,d.bGQ&psig=AFQjCNFM4QkxBf6yC9kMK9LxBlDJ_nRyUQ&ust=1409818935789973
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Security trends... 

Privacy and Integrity? 

http://blogs.independent.co.uk/wp-content/uploads/2013/01/windows.jpg
https://www.google.se/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=https://play.google.com/store/apps/details?id%3Dcom.twitter.android&ei=QXIBVbyPFInaUab_gpAD&bvm=bv.87920726,d.d24&psig=AFQjCNHiJsrSnFiNfxUG8LKHjeZGKoZRww&ust=1426244542235263
https://www.google.se/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=https://play.google.com/store/apps/details?id%3Dcom.twitter.android&ei=QXIBVbyPFInaUab_gpAD&bvm=bv.87920726,d.d24&psig=AFQjCNHiJsrSnFiNfxUG8LKHjeZGKoZRww&ust=1426244542235263
http://www.google.se/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://blogs.independent.co.uk/2013/01/14/say-goodbye-to-windows-messenger-microsoft-to-shut-down-service-in-march/&ei=p3IBVar6McGBU-C3g6gE&psig=AFQjCNF2ySpd71_-p5eALXKzO-RFiGhTnA&ust=1426244616989884
http://www.google.se/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://blogs.independent.co.uk/2013/01/14/say-goodbye-to-windows-messenger-microsoft-to-shut-down-service-in-march/&ei=p3IBVar6McGBU-C3g6gE&psig=AFQjCNF2ySpd71_-p5eALXKzO-RFiGhTnA&ust=1426244616989884
http://www.google.se/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://www.clubic.com/lancer-le-telechargement-428663-0-skype.html&ei=F3MBVdqnGIHcUviugIgP&psig=AFQjCNH4gyXs8uS3XmF67ea_JY6um3AMBQ&ust=1426244742144101
http://www.google.se/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://quicklink.tv/2014/11/quicklink-produce-professional-skype-solution/&ei=M3MBVY3LFsO1UfKKgaAJ&psig=AFQjCNH4gyXs8uS3XmF67ea_JY6um3AMBQ&ust=1426244742144101
http://ec2-54-195-205-18.eu-west-1.compute.amazonaws.com/wp-content/uploads/2014/11/skype_thumbnail.png


NSA’s most powerful Internet Attack Tool 

http://www.google.se/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://securityaffairs.co/wordpress/32818/intelligence/regin-qwerty-keylogger-fiveeyes.html&ei=4nABVYs3w-5S8euAoAE&bvm=bv.87920726,d.d24&psig=AFQjCNHE88ZhLZhuxPTRfPq1UWKkchuz5g&ust=1426244182786605






PAUNCH 

What is IT-

guys worried 

about? 

http://labs.m86security.com/wp-content/uploads/2011/12/phoenix121.png


Ware or MalWare? 



Cost? 

Stub & stitch (static)     $50 

Stub & stitch (subscription)     $50 

Stub & stitch (polymorphic)   $500 

 

Spamming Trojan      $50 

DDoS bot    $250 

Webtrojan    $500 

Bank account Trojan   $950 

 

Fake programs      $20 

Ransomware      $10 

 

 

 

Next-Generation Firewalls 

malWARE check 1 week     $10 

DDoS one hour      $10 

 a day      $50 

 a week    $100 

 

 

Social Media account creds  $100+ 

Corporate e-mail creds   $500 

 

Ransomware      $10 

1 million assorted spam   $500 

 



Tools 

Next-Generation Firewalls 



Create the attack 



Create the attack 

PDF Joiner v 1.2.1 (PDF + EXE = PDF) 

 

[Ссылки могут видеть только зарегистрированные и активированные пользователи] 

 

Программа для склейки исполняемых файлов ЕХЕ с файлами PDF. 

 

Функции программы: 

 

- Индивидуальный крипт для каждой склейки 

- На выходе получается ПДФ файл ( filename.pdf ) 

- От юзера не требуется никаких нажатий на кнопки, достаточно просто запустить пдф файл и всё! 

- После срабатывания сплойта у юзеру показывается нормальный обычный пдф файл. 

 

Используется уязвимость libtiff CVE-2012-0283: 

 

- Adobe Acrobat Reader 8.x - 8.2 

- Adobe Acrobat Reader 9.x - 9.3 

- Adobe Acrobat Reader 10.x - 10.1.3 

 

Как это работает: 

 

Вы берете ЕХЕ и любой нормальный ПДФ файл, который необходимо показать юзеру. 

Программа их склеивает, и на выходе выдает ядовитый пдф файл. 

При его открытии, достается ЕХЕ , достается ПДФ, ядовитый пдф заменяется нормальным пдфом и отображается юзеру. 

 

Скачать: 

_[Ссылки могут видеть только зарегистрированные и активированные пользователи] 

 

Внимание! Для использования программы со всеми функциями, необходимо иметь серийный номер.  

 

Цена: 

50$ единоразово. В эту стоимость входят бесплатные обновления. 



Create the attack 

PDF Joiner v 1.2.1 (PDF + EXE = PDF) 

  

[Only registered and activated users can use links here]  

 

Program for joining executable EXE files into PDF 

 

Software features: 

 

- Individual cryptocode for each generated piece  

- Easy output as a PDF file (filename.pdf) 

- No user interaction no keystrokes, simply run the pdf file and that’s all!  

- Transparent operation for the user, look just like showing a normal pdf file. 

 

Uses libtiff CVE vulnerability -2012-0283:  

 

- Adobe Acrobat Reader 8.x - 8.2 

- Adobe Acrobat Reader 9.x - 9.3  

- Adobe Acrobat Reader 10.x - 10.1.3  

 

How does it work: 

 

Provide EXE and any normal PDF file you want the user to see.  

The program will stich them together and the output produces an infected pdf file.  

When it opens, finds EXE goes to PDF, PDF poisonous replace normal pdfom and displayed to the user.?  

 

Download 

[Only registered and activated users can use links here]  

 

Attention! To use all the features, you must have a serial number.  

 

Price: 

$ 50 one-time.  This price includes free updates. 



Scan Result 

 

Result: ( 1/35 ) 

 

 

Filename: ServerFile.exe  

File MD5 Hash: 189682987c583883a439776b0bf5ebd2 

File SHA1: 60a93488b92051622466f7ba0756a19de226a7d8 

File Size: 151552 Bytes 

Time Scanned:, 05:02:49  

Link to result: http://razorscanner.com/result.php?id=7004 

Show BB-Code 

 

 

AVG Free  Clean Nothing Found 

ArcaVir  Clean Nothing Found 

Avast 5  Clean Nothing Found 

AntiVir (Avira)  Clean Nothing Found 

BitDefender  Clean Nothing Found 

VirusBuster Internet Security Clean Nothing Found 

Clam Antivirus  Clean Nothing Found 

COMODO Internet Security Clean Nothing Found 

Dr.Web  Clean Nothing Found 

eTrust-Vet  Clean Nothing Found 

F-PROT Antivirus Clean Nothing Found 

F-Secure Internet Security Clean Nothing Found 

G Data  Clean Nothing Found 

IKARUS Security Clean Nothing Found 

Kaspersky Antivirus HEUR:Trojan.Win32.Generic 

McAfee  Clean Nothing Found 

MS Security Essentials Clean Nothing Found 

ESET NOD32  Clean Nothing Found 

Norman  Clean Nothing Found 

Norton Antivirus Clean Nothing Found 

Panda Security Clean Nothing Found 

A-Squared  Clean Nothing Found 

Quick Heal Antivirus Clean Nothing Found 

Solo Antivirus  Clean Nothing Found 

Sophos  Clean Nothing Found 

Trend Micro Internet Security Clean Nothing Found 

VBA32 Antivirus Clean Nothing Found 

Vexira Antivirus Clean Nothing Found 

Zoner AntiVirus Clean Nothing Found 

Ad-Aware  Clean Nothing Found 

BullGuard  Clean Nothing Found 

Immunet Antivirus Clean Nothing Found 

K7 Ultimate  Clean Nothing Found 

NANO Antivirus Clean Nothing Found 

VIPRE  Clean Nothing Found 

Make stub & stitch 

PDF Joiner v 1.2.1 (PDF + EXE = PDF) 

  

[Only registered and activated users can use links here]  

 

Program for joining executable EXE files into PDF 

 

Software features: 

 

- Individual cryptocode for each generated piece  

- Easy output as a PDF file (filename.pdf) 

- No user interaction no keystrokes, simply run the pdf file and that’s all!  

- Transparent operation for the user, look just like showing a normal pdf file. 

 

Uses libtiff CVE vulnerability -2012-0283:  

 

- Adobe Acrobat Reader 8.x - 8.2 

- Adobe Acrobat Reader 9.x - 9.3  

- Adobe Acrobat Reader 10.x - 10.1.3  

 

How does it work: 

 

Provide EXE and any normal PDF file you want the user to see.  

The program will stich them together and the output produces an infected pdf file.  

When it opens, finds EXE goes to PDF, PDF poisonous replace normal pdfom and displayed to the user.?  

 

Download 

[Only registered and activated users can use links here]  

 

Attention! To use all the features, you must have a serial number.  

 

Price: 

$ 50 one-time.  This price includes free updates. 

http://razorscanner.com/result.php?id=7004
http://razorscanner.com/result.php?id=7004
http://razorscanner.com/includes/convert.php?id=7004
http://razorscanner.com/includes/convert.php?id=7004
http://razorscanner.com/includes/convert.php?id=7004


Set the trap and wait… 

Next-Generation Firewalls 
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Security trends... 
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Advanced 

Targeted Threats 

Empowered 

Employees 

De-Perimeterization 
Virtualization,  Cloud,  

 Consumerization & Mobility 

Regin,Stuxnet, Epsilon, Aurora, 

Mariposa, Zeus, PlayStation, etc. 

& Wikileaks 



Deep Packet Inspection (DPI) 

28 

Unified Threat Management Traffic Path 

Streambased analyzing  

INSPECTION 

Stateful 
Packet 

Inspection 

Version | Service | Total Length 

ID     |   Flags  | Fragment 

TTL  |  Protocol | IP Checksum 

Source IP Address 

Destination IP Address 

IP Options 

DATA  

Data 
ATTACK- RESPONSES 14BACKDOOR 

58BAD- TRAFFIC 15DDOS 33DNS 

19DOS 18EXPLOIT >35FINGER 13FTP 

50ICMP 115Instant Messenger 

25IMAP 16INFO 

7Miscellaneous44MS - SQL 24MS-

SQL/SMB 19MULTIMEDIA 6MYSQL 

2NETBIOS 25NNTP 2ORACLE 25P2P 

51POLICY 21POP2 4POP3 18RPC 

124RSERVICES 13SCAN 25SMTP 

23SNMP 17TELNET 14TFTP 9VIRUS 

3WEB- ATTACKS 47WEB- CGI 312WEB-

CLIENT 

Deep 
Packet 

Inspection 

Stateful Packet Inspection (SPI) 



How does an NGFW secure the network??? 

 Breaks the malware cycle 

Compromised 
“Good” Site 

Malware 
Hosting Site 

Page Visit 

Malware Request 

Exploit 

Malware 

S
S

L
 D

e
c

ry
p

ti
o

n
 

URL 
Filtering 

Intrusion 
Prevention 

Network 
Anti-Virus 

Cloud 
Anti-Virus 

Botnet 
Filtering 



3

0 

Unacceptable Apps      Blocked 

Acceptable Apps     Managed Bandwidth 

Critical Apps      Prioritized Bandwidth 

Malware Blocked 

Application Chaos 
So many on Port 80  

Identify  

Ingress 
Reassembly-Free 

Deep Packet Inspection 

Categorize  Control  

Egress 

Cloud-Based 

Extra-Firewall 

Intelligence 

Users/Groups Policy 

Visualization 
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How does an NGFW control content??? 



...should block exploit and offer virtual patching 

How hard is the NGFW to use??? What do you need from the NGFW??? 

...should privide easy but secure remote access 

...should protect against DoS and DDoS 

...should inspect encrypted traffic 

...should detect and remove malicious code 

...should inspect all traffic regardless of protocol used 

...should offer easy to understand reporting 

...should all of above with high throughput 



Tävling 
T  CK 
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