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Security trends...

* Microsoft Critical Security Bulletins Summary for April 2015

Exploitability Index

Bulletin ID | Vulnerability Title

MS15-032

MS15-032

MS515-032

MS15-032

MS15-032

MS15-032

MS15-032

MS15-032

Internet Explorer Memory
Corruption Vulnerability

Internet Explorer Memory
Corruption Vulnerability

Internet Explorer Memory
Corruption Vulnerability

Internet Explorer Memory
Corruption Vulnerability

Internet Explorer ASLR Bypass
Vulnerability

Internet Explorer Memory
Corruption Vulnerability

Internet Explorer Memory
Corruption Vulnerability

Internet Explorer Memory
Corruption Vulnerability

CVEID

CVE-2015-1652

CVE-2015-1657

CVE-2015-1659

CVE-2015-1660

CVE-2015-1661

CVE-2015-1662

CVE-2015-1665

CVE-2015-1666

Exploitability Assessment for

Latest Software Release

1 - Exploitation More Likely

1 - Exploitation More Likely

1 - Exploitation More Likely

4 - Not Affected

2 - Exploitation Less Likely

1 - Exploitation More Likely

1 - Exploitation More Likely

1 - Exploitation More Likely

Exploitability Assessment for

Older Software Release

1 - Exploitation More Likely

1 - Exploitation More Likely

4 - Not Affected

1 - Exploitation More Likely

2 - Exploitation Less Likely

4 - Not Affected

4 - Not Affected

1 - Exploitation More Likely

Denial of Service

Exploitability Assessment

Not Applicable

Not Applicable

Not Applicable

Not Applicable

Not Applicable

Not Applicable

Not Applicable

Not Applicable

Key Notes

(None)

(None)

(None)

(None)

(None)

(None)

(None)

(None)



Security trends...
« MSSIRvol. 17

Windows systems without up-to-date real-time security software enabled,
12%

10%
Expired
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Security trends...
MS SIR vol. 17

Infection rates for the same systems without up-to-date real-time security software enabled,

Enabled No protection Expired Out of date

6 Confidential SonicWALL

2.5%

2.0%

15%

1.0%

0.5%

Percent of non-domain computers reporting infections

0.0%




Security trends...
* Mitigate the problem

S total

SHA256: 3b299c58¢209c6470ff65201d672243a8d4208fe739917a79373b737i1aac13

File name: jmbytng.exe

Detection ratio:  5/57 U1 O

Analysis date: 2015-05-05 17:28:54 UTC ( 12 hours, 49 minutes ago )

= Analysis @ File detail 22 Relationships @ Additional information ® Comments o ) Votes EF Behavioural information

Antivirus Result Update

ESET-NOD32 a variant of Win32/Kryptik. DHHC 20150505
Microsoft Trojan:Win32/Kadena.gen!B 20150505
Qihoo-360 HEUR/QVM20.1.Malware.Gen 20150505
Sophos Mal/Dyreza-J 20150505
Tencent Trojan.Win32.Qudamah.Gen.6 20150505

ALYac ) 20150505
7 Confidenti .
AVG ) 20150505 onicWALL @



Serious vulnarbility — that easy
to tap your smartphone

THE // I NTERCE PT FEATURES GREENWALD FROOMHKIN DOCUMENTS STAFF CONTACT // o e o e

Vﬁ\ Hacking News Malwares Cyber Attack Vulnerabilities Hacking Groups

(«@3The Hacker News

Security in a serious way

It's gone. Undo

What was wrong with this ad?

@ Inappropriate  © Repetitve © Irrelevant

Gouogle

SC'?nt'StS has discovered a very Hacking Gmail App with 92 Percent Success Rate
serious flaw that allows attackers

i 3 saturday, August 23, 2014 & Mohit Kumar
tO Spy on eVGI'Ythlng SatasIAY Al « Mohit Ku
=5 m 2 3539 W Tweet 290 & Reddit (1371 |[f Share <88

Time to ditch HTTP — govt malware injection kit
thrust into spotlight

Don't touch that cat video, warns Citizen Lab -

By lain Thomson, 16 Aug 2014 W Follow < 2,185 followsrs

Implsmenting global s-invoicing

75 A new repert form the Toronto-based intemet watchdog Citizen Lab has shown cases i
of governments running network injection attacks that can deliver malware via any
RELATED  477p web connection
STORIES
Source -whrtitre Repsitty doabk ‘

JUI-12 0Ct-12 Jan-13 Apr-13 JUI-13

0Cr-13 Jan-14 Apr-14 Jul-14 Oct-14



Serious vulnarbility — that easy
to tap your smartphone

—
I
1
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Uapush.A — sends SMS, steals personal info
NotCompatible - anonymous proxy Windows and Android
Koler - scareware & anonymous proxy

FakeFlash — scam, charges money

Where are they 7?7?77



Security trends...

High

Intruder
Knowledge

Attack
Sophistication

Low

Coordinated APT

Cross site scripting - Tools
E E
i

“stealth” / advanced !
scanning :
techniques ;
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packet spoofingdlenial of service : g
sniffers; | ' distributed
. ! attack tools
W tm | i | | www attacks
i ul

|
| automated probes/scans

GUI

1
I
|
: b
back doors : !
disabling audits ;

i
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= ! password cracking

S | self-replicating code i
i

i password guessing Intruders

10  Confidential
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Security trends...

Incidents by Vector - Current Year

Inside-Accidental - 18%

Source:
Datalossdb.org

Outside - 61%

Inside-Malicious - 9%

— Unknown - 7%

— Inside - 6%




Security trends...
* APT — Advanced Persistant Threat
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Security trends...
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Security trends...

Privacy and Integrity?

SECRET // SI // REL TO USA, FVEY

(U) I hunt sys admins

UNITED STATES DISTRICT COURT
SOUTHERN DIS TRICT OF NEW YORK

UNITED STATES OF AMERICA,

-against-

Case No. 12 Cr. 185 (LaP)

JEREMY HAMMOND,

Defendant

SENTENCING MEMORANDUM
ON BEHALF OF JEREMY HAMMOND
14  Confidential



http://blogs.independent.co.uk/wp-content/uploads/2013/01/windows.jpg
https://www.google.se/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=https://play.google.com/store/apps/details?id%3Dcom.twitter.android&ei=QXIBVbyPFInaUab_gpAD&bvm=bv.87920726,d.d24&psig=AFQjCNHiJsrSnFiNfxUG8LKHjeZGKoZRww&ust=1426244542235263
https://www.google.se/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=https://play.google.com/store/apps/details?id%3Dcom.twitter.android&ei=QXIBVbyPFInaUab_gpAD&bvm=bv.87920726,d.d24&psig=AFQjCNHiJsrSnFiNfxUG8LKHjeZGKoZRww&ust=1426244542235263
http://www.google.se/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://blogs.independent.co.uk/2013/01/14/say-goodbye-to-windows-messenger-microsoft-to-shut-down-service-in-march/&ei=p3IBVar6McGBU-C3g6gE&psig=AFQjCNF2ySpd71_-p5eALXKzO-RFiGhTnA&ust=1426244616989884
http://www.google.se/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://blogs.independent.co.uk/2013/01/14/say-goodbye-to-windows-messenger-microsoft-to-shut-down-service-in-march/&ei=p3IBVar6McGBU-C3g6gE&psig=AFQjCNF2ySpd71_-p5eALXKzO-RFiGhTnA&ust=1426244616989884
http://www.google.se/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://www.clubic.com/lancer-le-telechargement-428663-0-skype.html&ei=F3MBVdqnGIHcUviugIgP&psig=AFQjCNH4gyXs8uS3XmF67ea_JY6um3AMBQ&ust=1426244742144101
http://www.google.se/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://quicklink.tv/2014/11/quicklink-produce-professional-skype-solution/&ei=M3MBVY3LFsO1UfKKgaAJ&psig=AFQjCNH4gyXs8uS3XmF67ea_JY6um3AMBQ&ust=1426244742144101
http://ec2-54-195-205-18.eu-west-1.compute.amazonaws.com/wp-content/uploads/2014/11/skype_thumbnail.png

NSA's most powerful Internet Attack Tool

TOP SECRET//COMINT//REL USA, FVEY

(U) There is More Than One Way to QUANTUM

WRSR}H D

uteMouse v1.9.1 alpha 1 [FreeD0S]

. Installed at PS/2 port 3
Description Inception Status Operational Success P CuteMouse v1.9.1 aly

\>ver no o,
Date in drive C is FREEDOS_CSS 2
CNE FreeCom version 8.82 pl 3 XMS_Swap [Dec

QUANTUMINSERT * Man-on-the-Side technique 2005 Operational | Highly Successful

* Priefly hi-jacks connections to a terrorist website (0 2000, 300 TAD g lants were

* R directs the target 10 a TAD server (FOXAZID) for deployed via QUANTURIING LT 1o

implantation ::;::“:.:l::np un exphoitable by any
QUANTUMBOT ® Takes control of idle IRC bots Aug 2007 Operational | Highly Successful

* Finds computer s belonging 1o botnets, and hijacks the (@ver 140,000 bots co-opted)

command and control channed
QUANTUMBISCUIT * Enhances QUANTUMING ERT's man-on- the side technique Dec 2007 Operational | Limited success at NSAW

of exploitation due to high latency on pastive

* Motivated by the need to Qf targets that are behind large 000048

proxies, lack predictable source addresses, and have (GCHO sy technigue for BO% of CNE

inaffiGent unique web ac tivity accemes) B8-26-A4
QUANTUMODNS * DNS injection/redirection based off of A Record queries Dec 2008 Operational | Successful SYS 3 A4-17-84

* Targets single hosts or caching name servers. (Migh priority CC1target exploited) i < 6 file(s) 142,838 bthS
QUANTUMHAND Exploits the computer of a target who uses Facebook Oct 2010 Operational | Successful : 1 dir(s) 1,864,517,632 bytes free
QUANTUMPHANTOM ':"»-h"-v 1P on QUANTUMable pacsive coverage o use as covert Oct 2010 Live Tested | N/A N\>_ CuteMouse v1.9.1 alpha 1 [FreeD0S]

infrastiucture

CNA
QUANTUMSKY Denies access 1o a webpage through RST packet spoafing 2004 Operational | Successful
QUANTUMCOPPER file download/upload disruption and corruption Dec 2008 Live Tested N/A
CND

QUANTUMSMACKDOWN Pevents e get from downloadng mplonts to LoD computers whike Oct 2010 Live Tested N/A

capturing malicious payload for analyss

TS/ R
TOP SECRET//COMINT//REL USA, FVEY 1

MAEWARE

Schneier on Security


http://www.google.se/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://securityaffairs.co/wordpress/32818/intelligence/regin-qwerty-keylogger-fiveeyes.html&ei=4nABVYs3w-5S8euAoAE&bvm=bv.87920726,d.d24&psig=AFQjCNHE88ZhLZhuxPTRfPq1UWKkchuz5g&ust=1426244182786605

Email Phone SMS Chat Location Fax keith.alexander@nsa.gov

ICReach

NSA Search I'm Feeling Invasive
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NSA C A log of this error has been created

a nd A Please tell Microsoft about this problem.

Newdogum| T remonma pmmrapedt s w9 Lacked securty
measures in : g e e includes contacts

call lists, Sh| ~ machine
! To see what data this error report contans, gick here.
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Send Enor Report |  DontSend |
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http://labs.m86security.com/wp-content/uploads/2011/12/phoenix121.png
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Next-Generation Firewalls

Stub\RRiEathésthticyveek $50
BibRX stdnok (sulrscription) $50
Stub & stadagpolymorphic) $580
a week $100
Spamming Trojan $50
DDoS bot $250
Bahéaldidedia account creds $500+
Banpoaatmentinaibgmads $960
Raks pmogaaens $20

Ramfmmwasdrted spam $500




oy

E &6 & 6060 B G B0 G B

Next-Generation Firewalls
Tools

Obenenenwne: Npaswna dopyma MpocmoTpoe: 15,124 =

*¥ekSec (AaMmuHucTpaTop) 12.06.2007
Tema [ AsTop Pedmiar | Moonegree coobwenne =  Oreetos  [MpocrmoTpos

L BaxHo: MNpaswna pasaena "CrkaHepel M ocTansHoe" =) 08.08.2010 13:1%9 a a1s
EnD1 ot EnD1 &=

L USB thief 07.02.2013 20:37 0 353
luz=r oT lu=z2r =

L Proxy Parser by BoYRInG 04.02.2012 03:28 a 137
lsdss oT lsdss =

. S¥M Scaner for Proxy servers W1.0 + Serial 23.12.2012 18:15 o sa3
Refcat N EN =N == - oT Refcat &=

E.. phpinject Automized Tool 19.12.2012 15:27 > as51
foz oT hdxer0ol &

L S5L Cert Scanner 10.04.2012 11:55 0 coa
I=sdss oT Isd&es =

L Remote Manipulator System 5.0+ Crack 11.02.2012 02:17 1 a25
lsdss oT lsdss =

E ArxWFakeGen 20.01.2012 09:53 a a1g
Spitfire oT Spitfire &=

= DoSHTTP (@ 1 2) 29.10.2011 21:31

_lj balt oT rrrtrrr S =t SEE

& TeamViewer 6.0 Build 11052 RePack 28.08.2011 20:12 a =55
MYSTIQUE oT MYSTIQUE ==

& IP Sniffer 1.99.2 16.08.2011 21:56 0 474
MYSTIQUE ot MYSTIQUE =

& RedEvyes Software Host Monitor w1.7.7.1391 31.07.2011 19:45 a 233

MYSTIQUE o1 MYSTIQUE



Create the attack

Zhvk.Ru Forums = YepHuld poiHok Zhyk.Ru = Tosapblfyonyriu 8 CeTH

EPD

MpocMmoTp NOMHOR BepCcHH = ToBapbl fwCnyrv 8 CeTu

1. Tonoca LZTOP

2. WEB-Graphics by Garrlkl

3. DNpobbhy MHPOPMaLIKMHKDY O NHOAX N0 PO 14 LS

4. Bapez, KapaWHr, DDoS, TpoAHbl, "cnocobol" zapatoTka, NoUYToEble 633kl M T.MN SanpelleHbl!
5. [¥onyru] BadHepel Nod 3akas
5
7
8
Q

[Mpogam] Npoaam TemMry GoHyCxadTuHra Ha forex
[Ycnyru] BaHHepbl 1M T.0. Ha ZakKas.
[Yonyru] Donngaw LIYTM{(d4game) 1 nobble oHNand Mrpbl
. [Mpoaam] Opogam

10. [Kynnwo] SpyT

11. [Kynnwo] Kynar 4KThel OpuvEaTHele Bad Company 2

12, [Wonyrv] My yenoeeka.

13. [Mpoaam] Npooaxxa Gapaxna.

14. [¥onyrv] MedHr rpynnibl BEOHTIKTE

15. [¥Wonyrv] Cepeepa B apeday pacnpoaaxa
le. [Mpogam] HWT Ha VAC + myAC + Custodia.

17. [Kynnwo] Kynnk npokcr

18. [Mpoaam] McxoaHKeKm

19. [Kynnwo] Kyna Y4KThl N8 KC

20. [Yonyrm] DOpokck

21. [Mpoaam] NpoaamM TadHe B TSHYMESXY OHASMAH

22, [Yonyrv] FEroTEonh KASHOBBIE WM SNbAHCOBbIE CAMTW 1M dopyMbl

23. [Kynnw] DpyurisaweHya B rpynny
24, [Mpogam] YBulletin Bruteforce
25. [Mpoaam] Opoaam UIM 56-25-25




Create the attack

Zhvk.Ru Forums = HepHbid poiHok Zhvk.Ru = Tosapeyvenyrn 8 Cetw = [Mponaam] EXE+PDF=PDF { PDF Joiner wi1.2.1 )

P

MpocmoTp NonHOA Bepcud : [Mpoaam] EXE+PDEF=PDF ( PDF Joiner v1.2.1 )

EXE+PDF=PDF 10.05.2012, 03:36
PDF Joiner v 1.2.1 (PDF + EXE = PDF)
[Ccbinkn MoryT BUAETL TONBKO 3aperMcTpUpoBaHHbIE Y akTUBMPOBAHHbIE MNOfb30BaTEN!]
Mporpamma gnsa cknenkn ncnonHsemolx pavnos EXE ¢ dpannamn PDF.
®yHKLMN NpOrpamMMmbl:
- MnouBmAayanbeHbI KpUNT AN KaXKO0W CKNenku
- Ha Bbixoge nonyyaetca NAO® dann ( filename.pdf)
- OT t03epa He TpebyeTcs HUKaKNX HaXaTUi Ha KHOMKKW, OCTaTOYHO NPOCTO 3anycTuTb nad dann u Bce!
- MNocne cpabaTbiBaHUs cNoiTa y 103epy NoKa3biBaeTCs HOpMarbHbI 0ObIYHBIA Nad dann.
Wcnoneayetca ysassmumocTs libtiff CVE-2012-0283:
- Adobe Acrobat Reader 8.x - 8.2
- Adobe Acrobat Reader 9.x - 9.3
- Adobe Acrobat Reader 10.x - 10.1.3
Kak ato pabortaerT:
Bl 6epete EXE 1 nobon HopmanbHbiv NP daiin, koTopbin Heo6X0AMMO NoKa3aTh t3epy.
lMporpamma mx cknevBaeT, U Ha BbIXOA4Ee BblAaeT sA0BUThbIN Nad cann.

Mpwu ero oTkpbITUN, goctaeTtca EXE , poctaetca MAP, a4oBuThIN NAD 3amMeHSeTCa HOpManbHbIM MAMOM 1 oTobpaxkaeTcs r3epy.

CkavaTb:
_[Ccblinku moryT BUAETH TOMBKO 3aperMcTpupoBaHHbIE Y aKTMBMPOBAHHbIE MNoNb3oBaTenu]



Create the attack

Zhvk.Ru Forums = HepHbid poiHok Zhvk.Ru = Tosapeyvenyrn 8 Cetw = [Mponaam] EXE+PDF=PDF { PDF Joiner wi1.2.1 )

P

MpocmoTp NonHOA Bepcud : [Mpoaam] EXE+PDEF=PDF ( PDF Joiner v1.2.1 )

EXE+PDF=PDF 10.05.2012, 03:36
PDF Joinerv 1.2.1 (PDF + EXE = PDF)
[Only registered and activated users can use links here]
Program for joining executable EXE files into PDF
Software features:
- Individual cryptocode for each generated piece
- Easy output as a PDF file (filename.pdf)
- No user interaction no keystrokes, simply run the pdf file and that’s all!
- Transparent operation for the user, look just like showing a normal pdf file.
Uses libtiff CVE vulnerability -2012-0283:
- Adobe Acrobat Reader 8.x - 8.2
- Adobe Acrobat Reader 9.x - 9.3
- Adobe Acrobat Reader 10.x - 10.1.3
How does it work:
Provide EXE and any normal PDF file you want the user to see.
The program will stich them together and the output produces an infected pdf file.

When it opens, finds EXE goes to PDF, PDF poisonous replace normal pdfom and displayed to the user.?

Download
[Only registered and activated users can use links here]



Make stub & stitch

Zhvk.Ru Forums = HepHbid poiHok Zhvk.Ru = Tosapeyvenyrn 8 Cetw = [Mponaam] EXE+PDF=PDF { PDF Joiner wi1.2.1 )

P

MpocmoTp NonHOA Bepcud : [Mpoaam] EXE+PDEF=PDF ( PDF Joiner v1.2.1 )

EXE+PDF=PDF 10.05.2012, 03:36
PDF Joiner v 1.2.1 (PDF + EXE = PDF)

[Only registered and activated users can use links here]
Program for joining executable EXE files into PDF
Software features:

- Individual cryptocode for each generated piece

. - Easy output as a PDF file (filename.pdf)
F| |e NAl - Nouserinteraction no keystrokes, simply run the pdf file and that's all!

. - Transparent operation for the user, look just like showing a normal pdf file.
FI |e M [ Uses libtiff CVE vulnerability -2012-0283:
FI Ie S I_ - Adobe Acrobat Reader 8.x - 8.2

. = _ - Adobe Acrobat Reader 9.x - 9.3
Fl Ie SlZ - Adobe Acrobat Reader 10.x - 10.1.3

Tlme S How does it work:

L| n k to Provide EXE and any normal PDF file you want the user to see.
The program will stich them together and the output produces an infected pdf file.

S hOW B Eé/-h@@‘ﬁé finds EXE goes to PDF, PDF poisonous replace normal pdfom and displayed to the user.?

Download
[Only registered and activated users can use links here]


http://razorscanner.com/result.php?id=7004
http://razorscanner.com/result.php?id=7004
http://razorscanner.com/includes/convert.php?id=7004
http://razorscanner.com/includes/convert.php?id=7004
http://razorscanner.com/includes/convert.php?id=7004

Next-Generation Firewalls |
Set the trap and wait.4 s ££ <




Advanced
Targeted Threats

Regin,Stuxnet, Epsilon, Aurora,
Mariposa, Zeus, PlayStation, etc.

De-Perimeterization
Virtualization, Cloud,
Consumerization & Mobility
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Unified Threat Management Traffic Path



How does an NGFW secure the network???

Breaks the malware cycle

- l URL Compromised
Filtering “Good” Site

c
o : :
=l PO Exploit
‘ E_ Prevention EXpIOIt
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8 - Network Malware
Anti-Virus - :
_y | Malware Request Hosting Site
9} Cloud

SN vaware
Botnet Malware

Filtering
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How does an NGFW control content???

Application Chaos

So-manyonPort 80
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- SonicGrid

Copyright 2011 SonicWALL Inc. All Right Reserved.
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Deep Packet Inspection
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Mode: Mon-Config k

Load Filter: I— Select/Input Filter —j
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... -should block exploit and offer v !tual patching

e # Sessions Total Packets Total Bytes Ave Rate (KBps)
= B . e should inspect encrypted traffic - : N
:":"T E ;:fuzdwm@hould protect ag:%nst DoS gﬁ:d DDoS* M
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Simon Wikberg
security specialist

simon_wikberg@dell.com

The power to do more
+46701166654

http://livedemo.sonicwall.com
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