Blockkedjor utan hype

fran en akademikers perspektiv

Tobias Pulls
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A reminder about #infosec as a field.

Contextual reading is critical. Infosec
must be read as a comedy, not as a
drama.

Read it as a drama, you'll get burned out
and frustrated. Read as a comedy, and
suddenly a WHOLE ton of shit starts to
make sense.

And you'll last longer.
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Kélla: https://www.un.org/sustainabledevelopment/poverty/


https://www.un.org/sustainabledevelopment/poverty/

Medium

Kélla: https://medium.com/@charliecaruso/how-blockchain-could-cure-cancer-e8afc0f173ef



https://medium.com/@charliecaruso/how-blockchain-could-cure-cancer-e8afc0f173ef

The Internet
Computer

A blockchain supercomputer designed to host the next
generation of software and services — Cloud 3.0
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Kalla: https://www.dfinity.org/
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CHAINSPACE About  Whitepapers  Team  Roadmap

SHARDED SMART CONTRACTS

Decentralised infrastructure
on a planetary scale.

Chainspa community of makers

e helping everyone have mon n *our digital

Kélla: https://chainspace.io/


https://chainspace.io/

Blockchain may resolve Irish border Brexit
problem: Hammond

BIRMINGHAM, England (Reuters) - A solution to providir
the Irish border a Britain leaves the European Union m
techno uch as Blockchain, finance minister Phillip Hammond said on Monday

OPPORTUNITY

Kélla: https://www.reuters.com


https://www.reuters.com

Tre delar
1. Datastruktur: blockkedja eller “grafkedja”
2. Natverk: 6ppet eller slutet (“permissioned”)
3. Konsensus: PoW, PBFT, PoS...
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Bild: First Styles (CC-BY-3.0), https://www.iconfinder.com/firststyles
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Tre delar
1. Datastruktur: blockkedja eller “grafkedja”
2. Natverk: 6ppet eller slutet (“permissioned”)

3. Konsensus: PoW, PBFT, PoS...
Sedan
(- = data/kod i blocken
= samt logik fér att tolka datan

Bild: First Styles (CC-BY-3.0), https://www.iconfinder.com/firststyles
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“Do you need a blockchain?”

res Are there o5 Can you use
Do you need s s
N multiple an always
to store state? I ) .
writers? online TTP?

Are all
writers
known?

Arc all
writers
trusted?

Is public
verifiability
required?

Kalla: Karl Wiist och Arthur Gervais, https://eprint.iacr.org/2017/375
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Public
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Blockchain

Private
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Blockchain

Don’t use
Blockchain



https://eprint.iacr.org/2017/375

“Bitcoin’s Academic Pedigree”

Kalla: Arvind Narayanan och Jeremy Clark, https://queue.acm.org/detail.cfm?id=3136559 (ACM)


https://queue.acm.org/detail.cfm?id=3136559

Tre utmaningar

1. Konsensus: “séker” blockkedja?
2. GDPR
3. Mognad



1. Konsensus: “saker” blockkedja? (publika)

ConnectBTC: 0.2%

KanoPool: 0.3
S8COIN: 0.
BTCC Pool: 0.
DPOOL: 1.1
Bitcoin.com: 1.1%
BitFury: 1.
Bixin: 1.5
BitClub Networl
Poolin: 5.

Unknown: 8, — BTC.com:17

BTC.TOP: 8.8

Kélla: https://www.blockchain.com/pools


https://www.blockchain.com/pools

1. Konsensus: “saker” blockkedja? (publika)

Bitcoin Energy Consumption Index

Bitcoin Energy Consumption Index Chart
Click and drag in the plot area to zoom in
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Kélla: https://digiconomist.net/bitcoin-energy-consumption


https://digiconomist.net/bitcoin-energy-consumption

1. Konsensus: “saker” blockkedja? (publika)

Kevin Sekniqi

Follow )
seknigi y

Reminder: the number of confirmations
necessary to be safe against a double-
spend in Bitcoin increases asymptotically
as the mining power of the adversary
reaches 50%. At 50%, no solution is
feasible.

Percent adversarial



1. Konsensus: “saker” blockkedja? (publika)

At a conceptual level, the barrie R f he follc 8 3 § require some

source of (pseudo)randomness. of-of-Wi is 5 nse external
to the crypto

nal source (due to network securit;
-t that with sufficiently many h: or digital
-ce of pseudorand for future b
a fundamental differenc external pseudorandomness

Kalla: Brown-Cohen et al., Formal Barriers to Longest-Chain Proof-of-Stake Protocols


https://arxiv.org/pdf/1809.06528.pdf

1. Konsensus: “saker” blockkedja? (privata)

“vi litar inte pa varandra,
men vi litar pa att inte mer an en tredjedel av oss vill géra nagot elakt tilsammans”



1. Konsensus: “saker” blockkedja? (privata)

— om nagon verkligen vill sa gar det snett



2. GDPR

Férsta formella analysen av en tillsynsmyndighet i EU

blockkedjor + inbyggd integritet # *
personuppgifter + publik blockkedja = nej
personuppgifter inte direkt pa kedjan

kan vara personuppgiftsbitraden
» kontraktsutvecklare BLOCKCHAIN

* “mining”/konsensus noder

automatiserade beslut (=fran att kontrakt
kérs) maste ga att andra

I.I I.I Ia l.l

Septembre 2018

l.l

Bild: https://www.cnil.fr/sites/default/files/atoms/files/la_blockchain.pdf


https://www.cnil.fr/sites/default/files/atoms/files/la_blockchain.pdf

2. GDPR

— hejda till valdigt manga anvandningsomraden (?)



3. Mognad

Q Adrian Sanabria s ™
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Just because something CAN be more secure
doesn't mean it should be
doesn't mean it needs to be

doesn't necessarily make it better

doesn't mean there is or will be a market for it
doesn't make it the 'right' thing to do

doesn't make someone an idiot for not doing it

018




3. Mognad

ﬁ Sergio Caltagirone (" rotow
@cnoanalysis N /

So true  in #infosec you spend a career
studying a small part of business risk - it's
everything to you. But, only part of the picture
for others. Respect that. If they don’t do
something you suggest, it may not be that

they're stupid but they MIGHT actually know
better than you

Patrick C Miller @
Repl

It's ok if

on.




3. Mognad

Angela Walch

As broader realization sets in that "the
#blockchain" does not create immutable
records that inevitably reflect truth, is not

immune to attack, & continues to require
trust, how long do we have to leave all
the TED talks/academic papers/books
out there that make these claims?
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3. Mognad

Arvind Narayanan &

walker
5. The final agenda item: can
blockchains improve the cybersecurity of
the grid? The core of infosec is based on
cryptography, network security, fault

tolerant computing, etc. Blockchains can
augment these classical technologies in
some cases, but their role is at best

marginal.

21 Aug 2018
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Replying to ¢
| agree. There is hype, but there is more
than hype. If you want top notch
commercialisation of the best of breed
distributed systems; modern cryptography;
and security economics, you will find it in the
‘distributed ledgers' / blockchain space
today.

11:34 AM

Bild: https://xkcd.com/2030/

Avrundning

ASKING AIRCRAFT DESIGNERS 1 | ASKING BUILDING ENGINEERS:
ABOUT AIRPLANE SAFETY: ABOUT ELEVATOR SAFETY:
NOTHING IS EVER FOOLPROOY, | ELEVATORS ARE. PROTECTED BY
BUT MODERN AIRLINERS ARE. | MULTIPLE TRIED-AND-TESTED

INCREDIBLY RESILIENT. FLYING IS | FAILSAFE MECHANISMS, THEY'RE
THE SAFEST WAY O TRAVEL. | NEARLY INCAPABLE OF FALLING.

VAT, REALLY?
) DONT TRUST VDTING SOFTUARE. AND DON'T
LISTEN T ANYONE. WHO TELLS YOU IT5 SAFE.
WHY?
I DONT QUITE KNOL) HOW To PUT THIS, BUT
OUR ENTIRE FIELD IS BAD AT WHAT WE DO,
AND IF DU RELY ON US, EVERYONE IILLDEE.

THEY SAY THEYVE FIXED 1T WIH
SOMETHING CALLED "BLOCKCHAN!
APRARS
UMATEVER THEY S0LD
YOU, DONT ToueH T
BURY IT IN THE DESERT. |



https://xkcd.com/2030/

tack!



